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Abstract: A multilevel secure access control strategy for distributed system was proposed, which could guarantee
the data confidentiality and security, through adding platform and middleware modules. The security policy was de-
scribed in the XACML language, and the security and flexibility of the policy were analyzed.
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i 45 I EOR 5 UG T 20 40 90 AEARAI 43
RARGTFE KB I IHES . Bl A U A
IEAERT, PR ISR, (FEE
BV A B IS SR A5 o A A T 100 R i
BRSNS Tk, N2 g b

LT, se e e 4 B A AT BB
FAL o DRI R GEAE STt Vs 1) 5 o 2 J, il Hezg
A TREE T L. SCHER[8]4E HE —Fh T XURS I U
e P2 SRR, A XS 1 S L3k 2 i JEE ) A T
F P AL, S8 T 20 A KRG RFA RS )
BL, ARRARIR 2 e A 50 . SCIR[91IE L 5T
AIAE BE LR T S TR 2 g 4 SR
(TCBMLSP, trust computing based multilevel secu-
rity policy), PRUETARIT AT G Z Jif5 B %4
M, ARASHE S AR ESA TS B B A T
BB R PEUER . de m A AIAEE T~ 2 e s
PR ER AT AT 1, SCBR[10182 th 1 4041 X nT {5
1 H & (DTCB, distributed trusted computing
base), SEIL T 4HRLFE 1K) 22 2 e 407 il 4 i AE B
wPEd, JERAAE TP AT R AL
AU, AHRIE PR . STHRTTT B f S5
e A KRG R RGN,
WEREL, 2RI A s 2, HRA R
PRSI TT V. BEAE BRI A, T2 1) 2 A 5
B H B SEBr R, SCER[12]48 tH— A~ % 2
BR, R T TR [A) 20 3T o A S PR 2
R, AT 2 e 2R E R R R A
[F) 3y i S TRAN [R] (R T S22 4 Skng, SEBLAREAS
F AR 3 N A 2 H e A ) e A
o SCER[13]42 1 2T 2 A AT s b0 e U 1)
Z il 0] HL, JELE Giraph P& ESEI, &
TN 1A SRS L A BRI A T R . SCHR[14]
S —ANBN 2 JEZ IR AR, W LA B RBIA
[A) )2 2 R 55 I BL s R TR RS VR4S, PR E S B
Fo, AHRARRILH AT IREE . a0 oA XS0 &R
R 2T RIATIEA . RN, AL
Z P AR A, S — R TR
il 2 i AUy I P R, SR TEE . WY
JEPERES = J5 v AR 1] XACML i 54 %
RGBT WAL R IA, JFUEAT LB e bk
R, A B8R P o3 A 2R GEek R) 2 4 H A i) i

3 REELA

ARICUAZ Gz RO LR, A&
A () AR T Jl 2 A g, S m BRI 2 4k
IR e, SEBL A0 U5 B R G W) 22 42 miL
(A5 B AT .
3.1 BREEKER
T4 (S, subject): FRH 7 #ERE, wi=l(1)
PR
S={s,,8,,""8,} (1)
&4k (O, object): FRICHF. Hidls. P A7
fitra BeA, Q)Fs.
0={0,,0,,"*,0,} 2)

LAY (security level): s:FEAR. BAKK
BfRE 2 bRl , W ER. KR EY
(classification) FIJuWEEE (category). Tk, %
WERIORER, BAARRE N BURR R, sk
Qs JuWER R AL B 8RR S,
WX @PR: RGP A FARFEARL I T %
PAERELE, WGP,

C={¢,0,0,) 3)
K =k ky,oo k) “)
F={f|f—>C*xC°xK"xK’} (5)

i 4 I BE Caccess matrix):  FH P 1)
AR ZI R ZE B ERPCRES, Wx(6)
B

M=|: (6)

Vil JEPELE Cattribute set): ffiid AT ) %
73, W) Frs. A HUT (B, execute),
HEE (R, read), ¥ (A, append), /5 (W,
write ) o

AS ={E,R, AW} 7)

RYURE (state): RRBRUERGIA]
REMI RS, @) . Hl b RoR(ERGUIR
By, Bk s XEE o UM EHERRR, Wik
PR

V=vy, e, (®)
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beSxOxAS ©) *1 RERMITERT
% 9 24 PER! (multilevel security proper- JEHEREH X JCHEIELHRAR TCHEABFER
ty): ZRZARRHEE RGNS 2, AL Eo subject S
2w, mXA0~XA2)PR, BHEEE ik objec .
LARPE TR R
T R NN S R classification c
W& v=0,M, ) e A E22M, w10
. Ju s category k
V(Si ,0,, AS)ev,ve Mij (10) URER security level selv
)Ut’j& v= (b,M,f) {ﬁjﬁ‘/@ﬁ%ﬁé‘]‘i’ ﬁﬂiﬁ(l 1) iy de district dist
F)*r /j—\‘ i ¥ system sys
X=e,x=a,or iR request req
(x=r or x=w)and(f,(s) = f,(0), f;(s) 2 f,(0)) Rt response res
an BAE ti
S N — R operation 0]
KA v = (0. M, 1) BT, R 125 ’ ’
14 password pass
Vs eS,o0, €b(s:w,a),0, €b(s:r,w) )
= £0)= £,0).f0)2 o) (12) " permson e
TS —
32 MR o N
BRI — o

h T HEBL G 2 e e A EIN AW, A
SCIR I AN B S LR ) AT v 2 47
AP PR A, ST ARG ]
15 R A B A U5 BRI 2 8 B

EHAG (platform): &7, AIfE. AT
EINEE =T, ST MEE A RE Lﬂ']it
EHIAE, TR omEERS
W P RSO T E s SR A B AR R
UEVT A1 R/ N K 22 25 WAT B s P I 1
HYRE R, TﬁEl}:iﬁﬁ'ﬁéEﬁﬁ‘

a4 (middleware): 270 A5 R G
EHY mZIﬂ[‘l’]fn%ﬁCE%D, SiBOR PV IE i
iR s Sy IAUE I A A0 4 7 X 58 1P 5 )
BRI %2 H.,

4 ZRBEHRM

h T ARIE S0 R G5 B A I 2 4
PERIR G, R U7 AT BT AR, A
2 Y BRI bl P s, fRUEE
AT AR ST e U ) 42 T I 0 U AIG i (R
%ﬁ%ﬁﬁéf
4.1 SREETE

¥ 2 G AR i 2 5 ou # HEUEAT
SRR, HARGTERM P ICE X 30 E XS
FoRmE 1 fion.

42 RERMIFR

KSR R AT R G Z AN RS = A
S A HARAE IR, SR 2 R R
UL Dist, 5T Sys) RGP S; #ZE5 1) Dist, 3
T Sysi RGN Og IS A, 2242 g V4
HRWME 1 PR

Step 1 “EZWLt: &P G E LS5 VRN
XA RGI P S M O BATHHTENR,
R ITEA AL RSO R 52, T PR e
45 R WL B HE S AR R (LML, level
mapping list), & 2 P,

Step 2 ARV iR K : H P S5 U5 Ia) SCF O,
KAL) 3K s req(s_dist,, s _sysi, s3, s_selv,
o_dist,, o_sysy, os, o_selv, op), WIUK req T F 44
Xk, R4, HPa. HPaeeEg. Xt
Vi i) 7 XEEE BT A, o_selv BAEA,
HUEI Sy HAHITE Og 2559, KRGt
() A3 SR A S 23 I B & Ao A R G R
NN K%

Step 3 FAAAMATH]: Dist, X3k Sys, R4
(1R TR 2] Dist, X35 Sys; RGEI 7 S5 1115 )
WRJE, XIESRAS BB UGIE, SRJFRHE O 31T
G EARW ST RGHHR AR Os S B, 195
Os 22559
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History

Sys, Sys,

Y

Level | Subject| Object
Level 1 S 0,:9,
Level 2 55,53 0,,0,
Level 3 4555 05,04,0;
Level 4 sﬁvswsx 0

Middlewag\
@«g S

---------- i NS Sy [y [
i~
Ty Uy Sy
Sys, Sys, Sys;
Y
Level [ Subject | Object
Level | 5,55, 9,50,
Level 2 S5 0,,03,0,
Level 3 Svsys(, 05
Level 4] 5, 959,

History

Dist,

12U RIS

High Platform
A Standard
Dist, ISys, Level 1
Level 2
Level 3

\
Level 4 ;
-

Dist /Sys,
Level 1
Level 2
Level 3
Level 4

Level 1
Level Level 2
Level 3
Level 4

Level 5
Level 6
Level 7

y/al

Low

SR TUS TES

Step 4 ARV )i K : UM R4 Middleware
AR A, IEXE req BEAT IRBE K
o_res(s_dist,, s_sysi, s3, s_selv, o_dist, o_sys|, o
o_selv, op, pass), ¥4 Og 7] o_selv FINIA 1)
pass AT, B o res HEHN-5 AN
BWRKIE.

Step 5 FHFGRAUAE: FHAGEA
BRI step 2 Fil step 4 5 AT, RIGHEHAT
VLR Ch T #fR 2R 408 KRG 8D, VLRI
LR R LML Y53 s req Al o _res A4
PARAE B A O WV IR 22 4 S5 R AR 22 i A
RHATHRACHE, 193] permission.

Step 6 “EHEAURIR: EEERHRBH
JE A R A ARG A H IR, SR
Gt p_res(s_dist,, s_sys), s3, s_selv, o_dist,, o_sys),
o0s, 0_selv, op, pass, per)HATIHE, WIR per A A
BN, SRS S Og 11 password ATIEEE
FHTIT, FEBCE R U7 1n) I BRABTHIN 5 min GRS

wWHXKMD; HN, Middleware AKXV i
Ko BRI ST, HORZUT 04T WA TId 5%,
B 5 22 AT

Step 7 ~PERBER: R GRIAE S
KA AHMEIRF], pres(s_dist, s _sysi, s3
s_selv, o_dist,, o_sys), os, 0_selv, op, pass, per), Ul
R per NIFE Vi, A S WLLH password ;i)
SCAF Ogs #50), Middleware JCHIA RS iR,
[FFERE U AT ATl s, i H 524wt
faH] .

Step 8 sk VIIMAT A [AFEHL, HHSPG
2B IR YT AT RIS AR S, AL a] (5
=07 S ORAUERE— IR ARV ) 2 AR AT A R L5
U, B S 224w v .

Step 9 A WML =TT,
B B 6 L A SO R G P g sl sk
stz aiiih, USSR T ek,

43 XACML EE it

XACML f&—Fhgi—hrutia 51", Tk
V7 I 25 61 SR LA 7 i) 425 47 S /i 1 ) AR
By AN ZBCE R R R
Sk, M HICIR AR AE T R AL, AL BB IR AT
HIE T A U5 B RS AR SCFERS (policy)
13K (request) ALY (response) iX 3 ANy [HIX}
R A HE AT XACML 55 ik, seBliie
WAL o
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1) Policy
Policy sX} 2 4 SME A% Ok, AT
l) 55 ) 4% AL 6 R T 2 9 e 4 sng, Rl
<Description> H' [] multilevel security strategy
access control policy, & BEV- & Hi s H P b 47 1
)1 K FEACAI ¥, Policy K] XACML ikt K.
<Policy>
<Description>
multilevel security strategy access
control policy
</Description>
<Rule>
<Description>
The action of subject on object
follows multilevel security policy.
</Description>
<Target>
<Attribute Value>multilevel
security</AttributeValue>
</Target>
</Rule>
</Policy>
2) Request
Pt SR b 4138 N 3R 7 1 R A 10 T
sk, B A S5 B UL D5 i) H b 4,
£7F BT (Shanghai) #4% 5 (Document) [1]
Alice HEAFIL T (Beijing) #4%RI1)_FZ
45N (quarter revenue), H] XACML i35
UL SRR AT

<Attribute Attributeld="Category"
<Attribute Value> Finance
</AttributeValue>

</Attribute>

<Attribute Attributeld="Level"
<Attribute Value> 3</Attribute Value>
</Attribute>

</Subject>
<Object>

<Attribute Attributeld="Distric"
<AttributeValue> Beijing
</AttributeValue>

</Attribute>

<Attribute Attributeld="System"
<Attribute Value> Document
</AttributeValue>

</Attribute>

<Attribute Attributeld="Name"
<AttributeValue> Quarterrevenue
</AttributeValue>

</Attribute>

<Attribute Attributeld="Category"
<Attribute Value/>

</Attribute>

<Attribute Attributeld="Level"
<Attribute Value/>

</Object>
<Action>

<Attribute Attributeld="Option"

<Request> <AttributeValue> read
<Subject> </AttributeValue>
<Attribute Attributeld="Distric" </Attribute>
<Attribute Value> Shanghai </Action>
</AttributeValue> </Request>
</Attribute> 3) Response

<Attribute Attributeld="System"
<Attribute Value> Document
</AttributeValue>

</Attribute>

<Attribute Attributeld="Name"
<AttributeValue> Alice
</Attribute Value>

</Attribute>

HHE-G Policy X Request #H17 224250
UESZABUR R ABLEE RAR 255 7 i o AR SR VF,
% ;' password HEAT V7 IA) s WURAELS, H PG
BT S, T XACML 5 5 /iR i R .

<Response>

<Result>
<Decision>Applicable</Decision>
</Result>
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</Response>
5 B

5.1 WA RBESHR

A H AT RGN, AR A SR
(1) LML, F 5B AS [R5 25 11) FH 7 RSC A4 HE 2 )
AT, AW B — AN H P RSO e 2
SRR A, S HE, ARG RN RGN
SRR ERHTIAE, WTARINEE 2 0 i AR 4
PRI T By
52 REMSH
521 BEXEZZAM

FHIHPEE 50 EREZMEE SR
Hine=, 3 H Middleware &528HL T FH 7 IAE .
password F1jj ) I BRAR VIS5 DhRE, AORREE I
PRUE T A X RS2 AE A B LEE
522 MBAZAeM

PR RN T LML, 88978 1 55 2 292
APVAER RS R, DR 5 AR Y (1) 22 Ak
HEATUER, B2 BRI e VA TR .

EX 1 YEHNT M RE WA RS
B, FEPERYE LML M HEITSA Ve, 5
HHPFSCHFAIRSER £ > £ f, > f,)» H
XF RN AR Y G U7 M AR M AFEI M,
HAGZ R ARENLETE, REREZLIK
(A3)r7r.

(b, M, )= (b,M, ) (13)
2l
it fi(s)ef,, fo)ef,, meM, Xt
req(s;,0,,as) MACLBEEUIT .

DS ()« fu(s), M

2) Xﬂtreq(sl.,oj,as)ff";éﬂ, WM™, 1§
M*=MU(si,0‘/.,as)

HEN (B, M, £ IR

else

HEN (b, M, f)RES

AR

@ EH LR (10) A L2 2t
B (s;,0;,,as) b

if f(s)ef, f.(o)) €],
Wi 2 9 2 (10)R 1

else  f.(s)ef, f(o)ef

ase M’

RS (b, M, 1) F5PE

@ UEBHE AL )] 2 A

if L) e [, f.(0,)€ ],

Wi 2 g A XA DR

else ' (s,) < fu(s). f, (0,) < f.(0))
L) =1, (o)
AW (b, M, f7) Fit

@ E I L 3 (12) 3 A2 >Rk

if  fi(s)ef.f(0)ef,

W 2 e A1 2) etk

else  f(s,) < f.(s). 1, (0,) « f.(0,)
£7(s)< f (o)) WA A H#efE.
L) =f(0,) WRXT)H W L.
£(s)> £ (0;) » WD) R #AES
HEE,

6 HRiIT

AIFET 2R, IMANEE-G R
PEREER, et RGN TR LM 2 w45
e, PRAUE T 0 ARG sl . R BAZ N
A, WO T2 A 2 e VAT
PEo K XACML 15 5 X S 2E A e e s, Jf
XF S AT A UE] o BENR, KA
ERMEHEATIIL, I N RSB AT RS

Sk

[1] CHANDY K M, LAMPORT L. Distributed snapshots: determining
global states of a distributed system[J]. ACM Transactions on
Computer Systems, 1985, 3(1): 63- 75.

[2] BELL D E, PADULA L J L. Secure computer system: unified
exposition and multics interpretation[J]. Secure Computer System
Unified Exposition & Multics Interpretation, 1976.

[3] ISO 7498-2: 1989(en)[S].

[4] R, e, SE, 55 KRR S M 2 R
WFFCRERE KR a3 [I]. JBAF 2R, 2016, 37(11): 156-166.

LI F H, YIN L H, WU W, et al. Research status and development
trends of security assurance for space-ground integration informa-
tion network[J]. Journal of Communications.2016, 37(11): 156-166.

[5] WOO T Y C, LAM S S. Authorization in distributed systems: a
formal approach[C]//IEEE Computer Society Symposium on Re-
search in Security and Privacy. 1992:33-33.

[6] BLAZE M, FEIGENBAUM J, LACY J. Decentralized trust man-

00184-6



34 I 1555 22 A AR

034

agement[J]. Proceedings of IEEE Conference security & Privacy,
1996, 30(1): 164-173.

[7] Blaze M. The KeyNote Trust-Management System Version 2[J]. At
& T Research Labs, 1999.

[8] =MD, SKAM, AU, 5. Ml Hadoop KX )4 il 5
] M55 B 24 54R,2016, 2(1): 46-52.

LIJ S, PENG C G, ZHU Y J, et al. Risk access control model for
Hadoop[J]. Chinese Journal of Network and Information Security,
2016, 2(1): 46-52.

[9] LIU X T, LI X W, CUI X. Research on trust computing based mul-
tilevel security policy[J]. Electronic Design Engineering, 2016.

[10] JING S, CHEN X, DU X, et al. Distributed multilevel security core
architecture based on noninterference theory[J]. Journal of Com-
puter Applications, 2013, 33(3): 712-716.

[11] SCHUPPEN J H V. Research program for control of distributed and
of multilevel systems[M]//Coordination Control of Distributed
Systems. Berlin: Springer, 2015: 385- 392.

[12] BATRA N, SINGH M. Multilevel policy based security in distri-
buted database[M]//Advances in Computing and Communications.
Berlin : Springer, 2011: 572- 580.

[13] ARLEO A, DIDIMO W, LIOTTA G, et al. A distributed multilevel
force-directed algorithm[C]//The International Symposium on
Graph Drawing and Network Visualization. 2016:3-17.

[14] HUSSAIN S A, FATIMA M, SAEED A, et al. Multilevel classifica-
tion of security concerns in cloud computing[J]. Applied Compu-
ting & Informatics, 2016.

[15] eXtensible Access Control Markup Language (XACML) Version
3.0[S]. 2013.

EZEIr:

O (1992-) , 5, Wbk A,
Wil PR R A, EEWR T
Ty A5 B4,

00184-7

SER (1974 , B, WEFEN,
s, db R R . LR
FIW, ETHRTT R WS R 7 A
Az 4.

FiF3R (1994-) , 2, WvgEIHA,
P2 B TR R 2RI, BT T
FM LG B4

EFE=A (19915 , 5, EHFHA,
Wit, PO PR Em A, T
G 1) M Vg ) 3 3] 5 P 4% 2 4

ML (1993-) , B, WEHFEA,
JER PR G, EEI TN
IS



	04-170051-lík

